% paloalto’

TECHDOCS

ION 9200 Hardware Reference

\ \ ""-_' \ LR
A
% I.IIL X




Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

e For the most recent version of this guide or for access to related documentation, visit the Technical
Documentation portal docs.paloaltonetworks.com.

e To search for a specific topic, go to our search page docs.paloaltonetworks.com/search.html.

¢ Have feedback or questions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2022-2023 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo
Alto Networks. A list of our trademarks can be found at www.paloaltonetworks.com/company/
trademarks.html. All other marks mentioned herein may be trademarks of their respective companies.

Last Revised
February 20, 2023

ION 9200 Hardware Reference 2 ©2025 Palo Alto Networks, Inc.


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

Before YOU BEEGiN....eeeeeceeeeeeceeeeceeneessesseesesssessesssessesssessssssesssessessaes 5
Product Safety WarniNgS........eeeereeereeereeetceercseeeesesesessesessesessesessesessesesssesssessasessnsens 6
Tamper Proof STate@mMeNnt.......... ettt ns 8
Third-Party CoOmMPONENT SUPPOIT...... ettt reverevessesese s esese s esesesessesennene 9

ION 9200 OVEIVIEW.....ccueeeerecreereereeeeeeseessessessessessessesssssssssessessessessessessessennes 11
ION 92200 Hardware SpecifiCations.........cceeeeeeereveereeeeeeeeeeetereeeeseseresereeeseseseseesessesessane 12
ION 9200 Front Pan@l.. ettt e e ssss s s ess s s sssessssssessnnns 14
ION 9200 BaCK PANEL...eeeeeeeeeeeteeeeteeettete ettt se b e ess s ssesese e ss s s sesenan 15
Installation Kit COMPONENTS......ovieeeeeeeeceeete et seseneen 16
[ON Q200 LEDS.....ooiieeiiiieeeeeeeeee e e e e bbb s bbb sesesesesesesesesesesnes 17
ION 9200 Compliance StatEMENTS......ooueveeeieceeecteeecteeereeeteteer e esre e enens 19
POWETr 0N the TON. ...ttt ettt b e e s et b e n s b nan 24

Restart the ION Q200........ ettt esee s e e e s e sesssssssesassanes 24
Shut Down the ION Q200........c.oeeeeeeieeeeeeee et sasas 24

Install the ION 9200.........coiirereereereeneereneeeeseeseeseessessessessessessesssessessessesaens 25
Install the ION 9200 Using Four-Post Rack Mount Kit.........ccccceeeeeveeeneeeeeeerereennne 26
Replacing SSD for ION Q200.......ciiieeriereeereeerereeressesesesessesessesessssessesesssesssesssessnsens 29

ION 9200 Hardware Reference 3 ©2025 Palo Alto Networks, Inc.



Table of Contents

ION 9200 Hardware Reference 4 ©2025 Palo Alto Networks, Inc.



4 paloalte

TECHDOCS

Before You Begin

Learn about the product safety and compliance before you begin:
e Product Safety Warnings
e Tamper Proof Statement

e Third-Party Component Support



Before You Begin

Product Safety Warnings

To avoid personal injury or death for yourself and others and to avoid damage to your Palo Alto
Networks hardware, be sure you understand and prepare for the following warnings before you
install or service the hardware. You will also see warning messages throughout the hardware
reference where potential hazards exist.

@ All Palo Alto Networks products with laser-based optical interfaces comply with 21 CFR
1040.10 and 1040.11.

The following safety warnings apply to all Palo Alto Networks firewalls and appliances, unless a
specific hardware model is specified.

e When installing or servicing a Palo Alto Networks firewall or appliance hardware component
that has exposed circuits, ensure that you wear an electrostatic discharge (ESD) strap. Before
handling the component, make sure the metal contact on the wrist strap is touching your skin
and that the other end of the strap is connected to earth ground.

French Translation: Lorsque vous installez ou que vous intervenez sur un composant matériel
de pare-feu ou de dispositif Palo Alto Networks qui présente des circuits exposés, veillez

a porter un bracelet antistatique. Avant de manipuler le composant, vérifiez que le contact
métallique du bracelet antistatique est en contact avec votre peau et que I'autre extrémité du
bracelet est raccordée a la terre.

e Use grounded and shielded Ethernet cables (when applicable) to ensure agency compliance
with electromagnetic compliance (EMC) regulations.

French Translation: Des cables Ethernet blindés reliés 3 la terre doivent étre utilisés pour
garantir la conformité de I'organisme aux émissions électromagnétiques (CEM).

e (ION 7000 and ION 2000 only) At least two people are recommended for unpacking, handling,
and relocating the heavier firewalls.

¢ Do not connect a supply voltage that exceeds the input range of the firewall or appliance. For
details on the electrical range, refer to electrical specifications in the hardware reference for
your firewall or appliance.

French Translation: Veillez a ce que la tension d’alimentation ne dépasse pas la plage d’entrée
du pare-feu ou du dispositif. Pour plus d’informations sur la mesure électrique, consulter la
rubrique des caractéristiques électriques dans la documentation de votre matériel de pare-feu
ou votre dispositif.

¢ WAN and LAN ethernet ports are suitable for interconnection to other local device ethernet
ports. These ports are not designed for direct connection to Public Switched Telephone
Network (PSTN) ports or interfaces. In addition, copper-based WAN ports, LAN ports, and
copper-based modular transceivers are not rated to connect to Telecommunications Outside
Plant (OSP) cabling.
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e (Devices with serviceable batteries only) Do not replace a battery with an incorrect battery
type; doing so can cause the replacement battery to explode. Dispose of used batteries
according to local regulations.

French Translation: Ne remplacez pas la batterie par une batterie de type non adapté, cette
derniére risquerait d’exploser. Mettez au rebut les batteries usagées conformément aux
instructions.

e |/0 ports are intended for intra-building connections only and not intended for OSP (Outside
Plant) connections or any network connections subject to external voltage surge events.

(All Palo Alto Networks appliances with two or more
power supplies)

Caution: Shock hazard

7=

Disconnect all power cords (AC or DC) from the power
inputs to fully de-energize the hardware.

French Translation: (Tous les appareils Palo Alto
Networks avec au moins deux sources d'alimentation)
Débranchez tous les cordons d’alimentation (c.a. ou
c.c.) des entrées d’alimentation et mettez le matériel
hors tension.
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Tamper Proof Statement

To ensure that products purchased from Palo Alto Networks were not tampered with during
shipping, verify the following upon receipt of each product:

e The tracking number provided to you electronically when ordering the product matches the
tracking number that is physically labeled on the box or crate.

e The integrity of the tamper-proof tape used to seal the box or crate is not compromised.

e The integrity of the warranty label on the firewall or appliance is not compromised.
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Third-Party Component Support

Before you consider installing third-party hardware, read the Palo Alto Networks Third-Party
Component Support statement.
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ION 9200 Overview

Prisma SD-WAN ION 9200 is a next generation software-defined device that can be deployed in
a data center. With the introduction of ION 9200, accelerate your SASE deployment to a DC by
leveraging WAN connectivity without installing additional hardware to enable rapid deployments.

The new high-performance ION 9200 device comes with fiber ports offering RJ-45/SFP Combo
WAN ports, higher power SFP+ ports to support smart SFPs, wireless LAN Access points, PoE to
power external cellular gateways, and other PoE powered devices such as IP phones or cameras
or Wireless Access Points.

o |ON 9200 Hardware Specifications
e |ON 9200 Front Panel

e |ON 9200 Back Panel

¢ Installation Kit Components

e |ON 9200 Compliance Statements

11



ION 9200 Overview

|ION 9200 Hardware Specifications

Learn the hardware specifications of the ION 9200 device.

Feature ION 9200

Description

Multi gigabit device for remote office, data center or
enterprise large branch or campus.

Ports

Console Port

1 x RJ-45, UART/ Micro USB Type B Console

WAN/LAN ports

Ports 1 - 22 are ethernet ports. By default, all ports are
DHCP-enabled, ports 1 and 2 are used to connect to
internet.

11 x 1G (RJ45)
10 x 10G/1G (SFP+)
4 x MGig 1G/2.5G/5G (PoE++)

USB 1 x Type-A

Bypass Ports 1 - 8 are Bypass ports (4-pairs), 4 x 1G RJ45

PoE Ports 9 - 12 are PoE ports, MGig ports, indicated with a
yellow bar between the port numbers, 150W per system,
90W max/port

SFP+ Ports Ports 13 - 22 are SFP+ ports, 10G/1G

Flash Storage

480GB Internal, 480GB External Field replaceable NMVe
SSD

If the SSD needs to be replaced, order the PAN-ION-9200-
SSD-480G SKU. Once the SSD arrives, power down the
device fully and replace it. For replacement, Palo Alto
recommends to take support by a certified Field Service
Engineer.

Memory

64GB

Power Supply

2 plug-in 450Watt, AC 100-240 V, 50-60Hz

Redundant Power Supply

Yes (FRU RPS), Hot swappable

Mechanical

System Cooling

Forced Air, 4 Fans

ION 9200 Hardware Reference

12 ©2025 Palo Alto Networks, Inc.



ION 9200 Overview

Feature ION 9200

The airflow direction is from the front (network ports) to
the rear (power supplies) of the device.

Certifications

Certifications IEC 62368-1, cTUVus, FCC & CE Class A, TEC, KCC

Environmental

Operating temperature (3000 m | 32°F - 104°F (0°C - 40°C)

altitude)

Storage temperature -4°F - 158°F (-20°C - 70°C)
Operating humidity (non- 5-90%

condensing)

Storage humidity (non- 5-95%

condensing)

Physical

Dimensions 14.15"x 17.15" x 1.70”
Weight (Ibs) 15.5

Mount options Four-post Rack
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ION 9200 Front Panel

The following table describes the front panel components of the ION 9200.

Saas

Item Component Description

1 Bypass Ports Ports 1 - 8 are bypass ports, 4 x 1G RJ45.

2 PoE ports Ports 9 - 12 are PoE MGig ports capable of
1G/2.5G/5G.

3 SFP+ ports Ports 13 - 22 are SFP28 (10GE) ports that
support 1G SFP and 10G SFP+ modules.

4 RJ-45 Ports Ports 23 - 25 are RJ-45
10M/100M/1000M ethernet ports.

5 Console Port RJ-45 Serial console port. Use this port to
connect a management computer to the
device using a 9-pin serial-to-RJ-45 cable.

6 Standard USB USB Port. A USB port that accepts a USB
flash drive.

7 Micro USB Port Micro USB Console Port. Use this port to
connect a management computer to the
device using a standard Type-A USB-to-
micro USB cable.

8 LED Indicators LEDs indicate the status of the ION device
components.

9 Power/Restart Power LED; the LED turns green when
powered on.

10 SSD Secures the device SSD.

ION 9200 Hardware Reference
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ION 9200 Back Panel

The following table describes the back panel components of the ION 9200.

Item Component

1 Fan Exhausts

Description

Provides ventilation and cooling for
the device.

™ The fans are not field
replaceable.

2 Ground stud

Use the single post ground stud to
connect the firewall to earth ground
(ground cable not included).

3 PS1 and PS2

Use the power supply inputs to
connect AC power to the ION 9200.
The second power supply is for
redundancy. When facing the back of
the device, PS1 is on the left and PS2
is on the right.

ION 9200 Hardware Reference
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Installation Kit Components

The ION 9200 device installation kit contains the following parts and tools to install the device:
e 1xION 9200 device ships with 2x 450W built in PSU.
e 2x power cord, AC, which varies depending on the country or region.
o 1x Shielded RJ-45 CAT6 Ethernet cable.
e 1x Rack mount kit.
e 2x Adjustable 1RU mounting brackets (left and right)
e Rear support brackets
e 13x #6-32 x 5/16” rack-mount screws
o 9x #10-32 x 3/4” rack-mount screws
o 9x #12-24 x 1/2” rack-mount screws
o 8x #10-32 nut cages
e Sheet, Limited Warranty.
e End User License Agreement (EULA)
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ION 9200 LEDs

Refer to the ION 9200 device front panel images for position of the LEDs on the ION 9200
devices and its description.

LEDs ION 9200

Service Blue LED indicates the device is in Service mode.

® e Off LED indicates that the device is not in Service mode.

Power e Green LED indicates the device is powered on.

e Red LED indicates that the device is not getting enough
Q) power or power failure.

e Off LED indicates that the device is powered off.

Operating System Status e Green LED indicates OS is running.
e Red LED indicates secure boot has failed.

Controller e Green LED indicates that the device is connected to the
controller.

‘ o e Red LED indicates the device is attempting to connect to
the controller or device not connected to controller.

e Off LED indicates that the device is not attempting to
connect to the controller.

HA e Green LED indicates that the device is Active.

.0’ e Yellow LED indicates the device is on standby mode.
¢e e Off LED indicates that the device is not HA configured.

Temperature o Green— Temperature is in the normal range.

e Red—Temperature is not in the normal range.

PSU 1 o Off—LED indicates that the PSU is not present.
@ e Green—LED indicates that the PSU is active and good.

e Red—LED indicates that the PSU is not active.

PSU 2 o Off—LED indicates that the PSU is not present.
e Green—LED indicates that the PSU is active and good.
e Red—LED indicates that the PSU is not active.

ION 9200 Hardware Reference 17 ©2025 Palo Alto Networks, Inc.
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LEDs ION 9200

)

FAN e Green—LED indicates that the FAN is running good.
e Red—LED indicates that the FAN service is required or FAN
% failure.
Link/Speed/Activity (PHY 10G SFP+Ports
controlled)

e Speed and Activity LED- Yellow (1Gbps) or Green (10Gbps).
1G/MGIG RJ45 Ports
e Activity LED- Green ON/blinking.

ION 9200 Hardware Reference
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|ION 9200 Compliance Statements

The following compliance statements apply to this device:

VCCI—This section provides the compliance statement for the Voluntary Control Council for
Interference by Information Technology Equipment (VCCI), which governs radio frequency
emissions in Japan.

The following information is in accordance to VCCI Class A requirements:

TEEEIL, 77 AAFRENEETT, J0¥EBAFERECERNT S
FPEEGEASIEET LAY T, ZOBESICILEREEY I E
PHTALOBRENSZLERHD £, VCCI-A

Translation: This is a Class A product. In a domestic environment this product may cause radio
interference, in which case the user may be required to take corrective actions.

UL—Product Ambient Temperature: 0~40 degree C

Q Risk of explosion if battery is replaced by an incorrect type. Dispose of used battery
according to local regulations.

CE (European Union (EU) Electromagnetic Compatibility Directive)

The device is in conformity with the harmonized standards and fulfills the essential
requirements of the LVD Directive 2014/35/EU, EMC Directive 2014/30/EU, WEEE Directive
2012/19/EU, and RoHS Directives 2011/65/EU and 2015/863/EU.

The device complies with the requirements relating to electrical equipment designed for use
within certain voltage limits.

United Kingdom Declaration of Conformity (UKCA) Directives

The device is in conformity with the designated standards and fulfills the requirements of the
Electrical Equipment (Safety) Regulations 2016, Electromagnetic Compatibility Regulations
2016, and The Restriction of the Use of Certain Hazardous Substances in Electrical and
Electronic Equipment Regulations 2012.

Federal Communications Commission (FCC) statement for a Class A digital device or
peripheral—This equipment has been tested and found to comply with the limits for a Class

A digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be
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determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures.

e Reorient or relocate the receiving antenna.
¢ Increase the separation between the equipment and receiver.

e Connect the equipment to an outlet on a circuit that is different from the one to which the
receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

¢ |ICES (Canadian EMC Compliance Statement)—This Class A digital apparatus complies with
Canadian ICES-003.

French translation: Cet appareil numérique de la classe A est conforme a la norme NMB-003
du Canada.

e Korean Communications Commission (KCC) Class A Statement—This equipment is an
electromagnetic compatible device for business purposes (Class A). The provider or user should
be aware that the equipment is intended for use outside the home.

ION 9200 Hardware Reference 20 ©2025 Palo Alto Networks, Inc.
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¢ Taiwan Declaration of the Presence Condition of the Restricted Substances Marking.
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PREVESEERIERZEE

Declaration of the Presence Condition of the Restricted Substances Marking

EESTE /SEE: b)) FEs

EaeiZE M EanaisiEE:

Cerificate Mo~ APEI"GHEIOI'I Mo

(Pictura)

ﬁ_ TAUE . (Deser ption and Picture)
T LH dl'lnl Cul'l'll'lludll'_.r Inspecticn Mark

EEER: =Enes . H= (T=) ¢ ion 3000
Equipment Name Type designation (Type)
REMEREERSE
Restricted substances and its chemical symbols
BT Unit ) _ = EEE | EEEE | FEFE
#0lesd | FMercury Cadmim | Bexavalent |Polvbrominated Polyhrominated
'Tbj 'fI'Igtl (Cdy chrominmm biphenyls dipheny ethers
L-d (Cre) (FBE) (PEDE)
FEEEEES B - - = o o
BOWER SUPPLY - - - - )
HEHAERID o o o = o -
ElRSFEEHDD o o o o o o
EEER ~ N = ~ - .
FLASH DISE - - - - - )
B FA - o o o o o
SESsEE ~ ~ ~ - ~ _
ME metal part - - - - - B
Emms ~ ~ ~ - ~ _
ME plastic part - - - - - )
B Eimn
=0 Acces zary o o o o o o
(emicable, 20
RIS - - - - . -
BCEA - - - - -
ERPMNANSER, EEEMNRIAPERN, STIRWIGMAN
HTHE, TEHRAT, S EERNENES R ME,
mEEEELFREEEEEEL wHEYEER, WihSSEEENEEiRSE
F3 TEGE 0] 10k §08
EELlw % B OCERLIw % EERENErE St EEERE Nt EEEE
&,
Mote 1 Excesding 0.1 wt %" and “exceeding 0.01 wi %" indicabs the the: percentage contend of the restncted substance
excesds the reference percentage value of presence condrion
EE " EEEEREYErEsaEFRELESHEEEEE.
Hate: 2 %" indicaries that the: pescentage content of the restricied substance does not excesd the perceniage of reference value
af presenoe
583 " -7 EEEEERYERHEER.
Mota 3: The "-" indicates that the restrcied substance coresponds to the axamption,
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¢ NCC (Nigerian Communications Commission)

Connection and use of this communications
equipment is permitted by the Nigerian
Communications Commission (NCC)

¢ Thailand Regulation for Non-Radio Equipment:

e s v = - =
wsasinsautnAluazalnsailifiimusanrdaseuinass uiatdaivuaemaiinuad nany
(This telecommunication equipment conforms to the technical standards or requirements of NBTC.)
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Power on the ION

Connect the power cables to the ION device and plug the device power cable into an AC power
outlet. When you switch on the power, the device powers on and the power indicator turns
green.

Restart the ION 9200

Press the power switch three times (press and hold for one second, and then release) to restart
the device.

Shut Down the ION 9200
Shut down the ION 9200 in the following ways:
e Shut down using the Device Toolkit commands
Run the device toolkit command debug shutdown to shut down the device.

Ensure the device is physically accessible to turn it back on, before executing the
command.

e Shut down using the Power Switch

Press the power switch for more than five to eight seconds and then release to shut down the
ION 9200 device.

When you shut down the device using the device CLI toolkit command or the power switch, click
the power switch once to power on the device.

ION 9200 Hardware Reference 24 ©2025 Palo Alto Networks, Inc.



4% paloalts

TECHDOCS

Install the ION 9200

The ION 9200 ships with rack-mount brackets for installation in a four-post 19” equipment rack.
Learn to install the ION 9200.

¢ Install the ION 9200 Using Four-Post Rack Mount Kit
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Install the ION 9200

Install the ION 9200 Using Four-Post Rack Mount Kit

The following procedure describes how to install the ION 9200 in a 19” four-post equipment rack
using the four-post rack kit.

STEP 1| Attach one rack-mount bracket to each side of the ION 9200 in the front-mount position
using four #6-32 x 5/16” screws for each bracket and torque to 9 in-Ibs.

STEP 2| Attach one rack-mount rail to each side of the device using two #6-32 x 5/16” screws for
each rail and torque to 9 in-Ibs.

STEP 3| Hold the device in the rack and secure the front rack-mount brackets to the front rack-posts
using two screws for each bracket. Use the appropriate screws (#10-32 x 3/4” or #12-24 x

ION 9200 Hardware Reference 26 ©2025 Palo Alto Networks, Inc.



Install the ION 9200

1/2") for your rack and torque to 25 in-lbs. Use cage nuts to secure the screws if the rack has

square holes.
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Install the ION 9200

STEP 4| Slide one back rack-mount bracket into each of the two previously installed side rack-mount
rails and secure the brackets to the back rack-posts using the appropriate screws for your
rack (#10-32 x 3/4” or #12-24 x 1/2") and torque to 25 in-lbs.
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Install the ION 9200

Replacing SSD for ION 92200

The ION 9200 device is equipped with one slot for Solid State Drive (SSD).

STEP 1| The SSD drives are not hot-swappable.

STEP 2|

STEP 3|

STEP 4|

STEP5 |
STEP 6 |

STEP 7|

Palo Alto recommends getting support from a certified field service engineer for
“* replacement. Also, you need to send the whole SSD module (carrier + SSD module) for
RMA.

This equipment may be affected by electrostatic discharge. ESD reduction procedures
(wearing a wrist strap) shall be implemented during the installation and maintenance of this
equipment.

Disable the FRU partition with the CLI command log-fru disable. The device will
reboot.

Power off the device and remove the old SSD on the side and insert the new SSD into the
ION device.

Power on the device.
Enable the FRU partition with the CLI command log-fru init. The device will reboot.
You can check the new SSD with the CLI command dump disk info

dump disk info
Mounted-on Size Used Available Used% Device Label

447G nvmelnl
63.0M nvmelnlpl
volumel 4.95G nvmelnlp2

/ 4.81G 1.47G 3.07G 31% volumel
volume2 2.25G nvmelnlp3

/config 2.15G 7.67M 2.01G 0% volume2
volume3 435G nvmelnlp4

/log 427G 416M 405G 0% volume3
/boot 57.9M 1.30M 52.1M 2% nvmelnlp5
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Install the ION 9200

2.19G nvmelnlp6

2.19G nvmelnlp7

447G nvmeOnl

volumed 447G nvmeOnlpl

/frulog 439G 199M 416G 0% volume4
/dev 31.1G 6.52M 31.1G 0% none

/run 48.8M 6.93M 41.8M 14% none
/var/volatile 4.88M 212K 4.67M 4% none
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